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Introduction 
Forensic science has embraced the use of DNA 
molecular biology tools for diagnostic purposes 
more than any other scientific field. The disci-
pline has been driven by the need for high-
resolution human identity testing techniques. 
Over the past 20–25 years, forensic science has 
developed and implemented various robust 
and reliable DNA typing technologies (1–3). 
Successes have enabled the reliable typing of 
extremely minute quantities of DNA, with a 
resolving power such that, in many cases, the 
number of evidence-sample contributors can 
be reduced to a few individuals, if not just one 
source. In addition, forensic molecular biology 
tools are very reliable because of well-defined 
validation requirements (4,5). 

Given the forensic field’s maturity, it 
could be assumed that dramatic changes in 
technology will not be sought and only refine-
ments will be embraced. There are fewer 
demands to meet technologically; in fact, the 
capability to routinely type samples such as 
a cigarette butt or a single strand of hair has 
exceeded the expectations of most scientists 
who first began using molecular biology tools 
to characterize forensic biological evidence. 
Rather than using restriction length polymor-
phism analysis by Southern blot−based hybrid-
ization methods (6–8), scientists in the field 
are now routinely using PCR-based methods 
coupled with automated fluorescent detection 
technologies (9–17). The use of offender and 

forensic sample DNA databases contributes 
to reticence for change. These databases were 
developed to help investigate future crime and 
have been standardized on a core set of short 
tandem repeat (STR) or microsatellite loci 
(18,19). Because of the size of these databases 
[for example, there are  >6 million reference 
profiles in the United States Combined DNA 
Index System (CODIS) database (20)], there 
is a substantial movement to maintain just 
the current core genetic marker repertoire. 
Additionally, because of the substantial 
resource outlay to validate molecular biology 
analytical systems, to equip a laboratory, 
and to educate and make proficient practi-
tioners; as well as the efforts undertaken to 
gain admissibility in the courtroom (21), 
forensic scientists tend not to change sound 
methodologies quickly. One might predict, 
therefore, that there are not likely to be any 
dramatic changes in the molecular biology 
tools used in forensic science. Such a view, 
however, would be myopic because there are 
several areas where molecular biology could 
offer improvements to the capabilities of the 
forensic scientist. Indeed, it is incumbent on 
the forensic scientist to be vigilant and embrace 
new technologies that will benefit society 
by their ability to analyze more challenging 
samples in an effort to continue to exonerate 
the innocent, to enhance abilities to solve 
crime, and to identify missing persons.

With analysis success, there is motivation 
to attempt to analyze more difficult samples, 

such as trace samples termed touch DNA 
or low copy number (LCN) (22,23). DNA 
databases may not have been exploited fully 
and could provide leads to new investigative 
questions. In addition, the recently developed 
field of microbial forensics will exploit high-
resolution, high-throughput technologies 
beyond those needed for human identifi-
cation. Therefore, the future of molecular 
biology in forensic science still promises to be 
dynamic.

Predicting the future is never exact, 
and fundamental leap technologies are not 
obvious. Thirty years ago, few if any would have 
predicted the PCR method and the impact it 
has had on molecular biology. In this review, 
we describe the primary gaps in the handling 
and analysis of forensic biological evidence that 
are being or are likely to be filled by molecular 
biology tools. The gaps are not unreasonable 
predictions; many are obvious needs that will 
drive development in the forensic science field 
for the next 5–10 years. The areas that will be 
addressed are: (i) improvements to the current 
limits of typing samples of limited quantity 
and quality; (ii) investigative information 
including phenotypic inference from a DNA 
sample and pharmacogenetic information for 
molecular autopsy, tissue type determination 
by expression analysis, and microbial forensics; 
(iii) microbial forensics; and (iv) automation 
with a focus on in-field testing.

Because of space limitations, the topics 
herein are only discussed briefly; readers 
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should refer to the references (and their 
citations) for more details and other examples 
beyond those provided here. Hopefully, these 
gap assessments will help guide those who 
invest resources in forensic molecular biology 
diagnostics.

Improvements to typing-
challenged samples
The success and widespread acceptance of 
DNA typing in forensic science is due partly to 
its sensitivity of detection (by the use of PCR) 
and an ability to analyze minute samples. 
However, when only a few template molecules 
are available for PCR, stochastic amplification 
will occur, and the degree of the effect is 
indirectly related to the number of template 
molecules (24,25). For short tandem repeat 
(STR) loci, whose alleles are based on a varied 
number of tandem repeats, the stochastic 
effects manifest as a substantial imbalance 
of two alleles at a given heterozygous locus, 
allelic dropout, and increased stutter.

Even with these stochastic vagaries making 
quality control more problematic, scientists are 
working towards enhancing the sensitivity of 
detection for LCN DNA typing (25–28), and 
it is predicted that this endeavor will continue. 
Low-quantity samples for human-remains 
identification and high-volume crimes (such 
as burglaries) abound and could provide leads 
in solving these crimes. Additionally, typing 
trace levels of DNA for tracking individuals or 
determining security breeches would further 
enhance counter-terrorism efforts.

Many strategies to enable the generation 
of LCN DNA profiles exist. These include 
simply increasing the number of PCR cycles 
(from 28 to 34); reducing the PCR volume; 
implementing a post-PCR cleanup step 
to concentrate the sample for analysis and 
to remove competitive ions; increasing the 
electrophoretic injection time; using nested 

PCR; or using better signal-to-noise ratio 
fluorescent tags (24). With these methods 
for enhanced sensitivity, however, the same 
stochastic effects and concerns of contami-
nation (termed allele drop-in) persist. Scien-
tists have used multiple aliquots from one 
sample to introduce redundancy and assist 
in interpretation of any stochastic effects 
and potential contamination (25). The issue 
of contamination has been further addressed 
by building dedicated specialized laboratories 
and implementing protocols to reduce the risk 
of intralaboratory contamination (29).

Most of the effort directed to the appli-
cation of LCN typing has involved these two 
approaches. There will be a need for contami-
nation-free reagents and efficient decontami-
nation procedures to support LCN analyses 
(30). Moreover, the limitations of LCN would 
be better addressed technically. Common 
sense dictates that splitting a sample into 
multiple aliquots exacerbates the stochastic 
problems of LCN typing (24): there are 
even fewer template molecules subjected 
to PCR amplification. Methodologies that 
reduce stochastic effects during PCR are, 
in the long run, more logical than sample 
dilution. Indeed, improvements in PCR 
should be pursued so that LCN samples will 
amplify and approximate the performance 
of samples containing 200 pg–1 ng of DNA  
(the robust template range for conven-
tional STR typing). A potential approach 
to improve PCR robustness might be to test 
the use of PCRboost (Biomatrica, San Diego, 
CA, USA) to enhance PCR or to use additives 
in PCR that effectively concentrate the target 
and enzyme, such as volume excluders like 
polyethylene glycol and dextran sulfate.

Increasing the available template molecules 
obtained from LCN samples is another 
approach that should be considered. In fact, 
it is our own experience that DNA (e.g., 
from whole blood or buccal cells) collected 
on swabs or cotton swatches is not efficiently 

removed from the collection device during 
extraction. Often there is more DNA still 
entrapped in the sample collection medium 
than was extracted (data not shown). Efforts 
should focus on more efficiently extracting 
DNA from current sample collection devices. 
More efficient sample recovery and extraction 
strategies (such as voltage-induced release 
and novel ion-exchange columns) may yield 
more template molecules. Alternatively, better 
collection devices should be developed that are 
more efficient at recovering samples at crime 
scenes, or that better aid in extraction by being 
inert to DNA or dissolving during extraction 
to completely free the DNA housed within.

Forensic samples can contain contami-
nants from the environment that inhibit 
PCR amplification. Even when there are 
sufficient template molecules for a conven-
tional analysis, stochastic affects may occur 
because of the presence of PCR inhibitors. 
In essence, the effective number of template 
molecules for the PCR is diminished. DNA 
extracts that are purified of PCR inhibitors, 
or additives that can be used to counteract 
the effects of inhibitors, are approaches that 
will enhance typing reliability for compro-
mised samples. For example, bovine serum 
albumin (BSA) is routinely added to the PCR 
with forensic samples. BSA has been shown to 
overcome the effects of some PCR inhibitors 
and has no deleterious affects during PCR 
with pristine samples (31). BSA’s mechanism 
works by either binding the inhibitors or 
stabilizing the polymerase. However, BSA 
does not overcome all inhibitors; an additive 
that would overcome a wider range of PCR 
inhibitors would have obvious benefits for 
analyzing diverse unknown forensic samples. 
Alternatively, removal of the inhibitor could 
be considered.

Another approach that may show promise 
for limited-quantity DNA samples is the use of 
whole-genome amplification (WGA) (32,33). 
Ideally, the WGA method amplifies all the 
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Figure 1. Comparison of STR results using standard kit format and a mini-STR format. A bone sample was analyzed with (A) the AmpFlSTR Profiler Plus ID PCR 
Amplification Kit and (B) AmpFlSTR MiniFiler PCR Amplification Kit. The loci FGA, D21S11, D18S51, D5S818, D13S317, and D7S820 failed to amplify 
sufficiently with the AmpFlSTR Profiler Plus. All loci amplified with the AmpFlSTR MiniFiler PCR Amplification Kit because of the reduced amplicon size.
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DNA in a sample in an unbiased fashion, 
yielding substantially greater quantities of 
DNA that can be subsequently analyzed 
using standard forensic assays. WGA 
methods, however, are subject to some of 
the same stochastic effects that LCN typing 
encounters. One WGA technique known 
as rolling circle amplification (RCA) (34), 
which uses a circular DNA template, could 
possibly obviate some of the stochastic limita-
tions. With a highly processive polymerase, 
RCA can yield microgram quantities of DNA 
from circular templates and—because of 
the phenomenon of strand displacement—
produce many copies of the same target 
molecule. However, with the exception 
of intact mitochondrial DNA (mtDNA), 
circular DNA fragments do not occur 
naturally in humans, and DNA is often highly 
degraded in human remains. Therefore, to 
better exploit RCA, the fragmented DNA 
in an evidence sample could be circularized 
(35). One example of a potentially useful 
ligase is CircLigase (Epicentre Biotechnol-
ogies, Madison, WI, USA), which possesses 
a catalytic activity that circularizes single-
stranded DNA. It offers the potential for RCA 
to be used on compromised DNA materials. 
In effect, highly fragmented DNA that was 
a poor substrate for PCR can be converted 
into circular DNA and hence become a good 
template for RCA.

Repairing the DNA of lesions that have 
occurred after exposure to environmental 
insults is potentially a viable approach for 
increasing the number of template molecules 
obtained from degraded DNA samples. Some 
DNA repair kits have begun to reach the scien-
tific community, such as PreCR Repair Mix 
(New England Biolabs, Ipswich, MA, USA). 
WGA might then be possible by employing 
linear multiple strand displacement.

Improvements to typing 
low-quality samples
Mini-STRs
Forensic samples are often compromised to the 
point where obtaining DNA typing results is 
challenging or not possible. Highly degraded 
samples that contain DNA fragments that are 
too short in length cannot be used to generate 
amplicons that are longer in length. Whether 
for LCN (to increase the number of available 

template molecules) or for conventional 
DNA typing (where the sample is degraded), 
reducing the size of the amplicons generated 
during the PCR will increase typing success 
by providing more efficient amplification.

The STR loci are currently the most infor-
mative genetic markers for identity testing. To 
improve success in STR typing with degraded 
DNA, increase sensitivity of detection, and 
enhance robustness or the quality of the assay, 
the PCR primers for the STR loci can be reposi-
tioned so they reside closer to the repeat (i.e., 
polymorphic) region (36). Thus, the amplified 
PCR products will be reduced in length, and 
if smaller than some of the fragmented DNA 
template molecules, genetic characterization 
of the sample may then be possible (Figure 1). 
Mulero et al. (37) described the conversion of 
eight STRs (D7S820, D13S317, D16S539, 
D21S11, D2S1338, D18S51, CSF1PO, and 
FGA) into mini-STRs and the development 
of the commercial AmpFlSTR MiniFiler 
PCR Amplification Kit (Applied Biosystems, 
Foster City, CA, USA). The amplicon range 
for the mini-STRs spans 71–250 bp in length. 
Since the amplicon products of mini-STRs 
will overlap in size more so than those in 
conventional STR kits, the four fluorescent 
dye tag system was increased to five dyes. 
Thus, the mini-STRs could be accommo-
dated into one multiplex analysis. It would 
make sense that all STR kits be reconfigured 
into mini-STR kits for routine analysis 
of forensic evidence. Only one attempt 
would be needed to obtain a DNA profile, 
if possible, for a degraded, limited-quantity 
sample. More efforts will continue to convert 
all current forensically relevant STRs into 
mini-STRs. To do so and to incorporate at 
least the core forensic STRs in one multiplex 
amplification kit, it is likely that fluorescent 
capillary electrophoresis–based systems will 
require additional tags or dyes to resolve 
more size-overlapping mini-STRs. Likely 
additional novel mini-STRs will be sought; 
some already have been recommended. For 
example, Gill et al. (38) described the accep-
tance of three new mini-STRs (D10S1248, 
D14S1434, D22S1045) into the European 
standard Interpol loci which now comprise 
10 STR loci.

Single-nucleotide polymorphisms (SNPs)
A different class of genetic markers, known 
as single-nucleotide polymorphisms (SNPs), 

can be typed in much smaller amplicons 
than those of mini-STRs, in theory as short 
as 50 bp (3). Because SNPs are bi-allelic, on 
a per-locus basis they are less informative for 
identity testing than a STR locus. Thus, a 
large battery of SNPs is required for typing to 
attain the same level of discrimination as that 
of the core forensic STR loci. An advantage 
for SNPs, however, is that substantial research 
and development currently is underway to 
improve analytical capabilities, possibly 
making large multiplex assays and complete 
automation feasible. Multiplexing—the 
ability to simultaneously type several genetic 
markers in one analysis—is key to forensic 
testing. More simultaneously typed markers 
will reduce consumption of often-limited 
precious forensic evidence so that in more 
cases some sample can remain if re-testing 
is requested. Multiplexing also yields more 
information regarding the source of the 
sample. Furthermore, because of fewer manip-
ulations when only one analysis is carried out, 
the chance of intralaboratory contamination 
is reduced. The difficulty with multiplexing, 
however, is that as more markers are added to 
a multiplex, detection sensitivity begins to be 
compromised. More efforts will be focused on 
improving multiplexing capabilities through 
molecular biology approaches and by instru-
mentation so the large battery of required 
SNPs can be exploited and provide the 
power of discrimination currently afforded 
with STR kits.

Initially, the analytical platforms for SNP 
detection will likely be the same as those used 
for STR typing (i.e., fluorescent detection 
capillary electrophoresis instruments, which 
are currently used in forensic laboratories). 
However, novel platforms will be sought, 
such as the mass spectrometer (39–43). Mass 
spectrometry offers greater resolution, mass 
accuracy, and automation without the need 
for fluorescent labels. Mitochondrial DNA 
SNP analysis by mass spectroscopy already 
has been developed (40) and offers a number 
of benefits that include obtaining more 
variation than other SNP-based technol-
ogies, analysis of heteroplasmic profiles, 
quantitation, and automation. New instru-
mentation is constantly being developed and 
the choice for forensic analyses will ultimately 
depend on reliability, sensitivity of detection, 
throughput, and cost.

Since  ∼ 85% of human genomic variation 
is based on SNPs, there is an abundance of 
SNPs for human forensic identity testing. 
Research will continue to discover SNPs that 
are useful for the characterization of biological 
evidence. But not all SNPs are the same. 
Budowle and van Daal (3) categorized SNPs 
into (i) identity-testing SNPs for individual-
ization, requiring high heterozygosity and low 
population heterogeneity; (ii) lineage-infor-

Table 1. United States National DNA Index System Statistics (December 2008) (20)

  Category   Number of Profiles

Convicted offender 6,398,874

Forensic 248,943

Arrestees 140,719

Missing person 519

Relatives of missing person 5032

Unidentified human remains 2283
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mative SNPs, sets of tightly-linked SNPs that 
function as haplotype markers to identify 
missing persons through kinship analyses; 
(iii) ancestry-informative SNPs for estab-
lishing high probability of an individual’s 
biogeographical ancestry to indirectly infer 
some phenotypic characteristics for inves-
tigative lead value, requiring low heterozy-
gosity and high population heterogeneity; and 
(iv) phenotype-informative SNPs for estab-
lishing high probability that an individual has 
a particular phenotypic characteristic such as 
skin color, hair color, or eye color, for investi-
gative lead value. A fifth class of SNPs is those 
for pharmocogenetic investigations for deter-
mining the cause of death (44,45).

Predictably, efforts first will be in selecting 
identity-testing SNPs. These SNPs are likely 
to be incorporated into forensic molecular 
biology more readily because they have the 
broadest application and will enable the 
analysis of highly degraded human-remains 
samples, such as bones, teeth, and hair. 
Research is ongoing in selecting the core 
identity-testing SNPs (46–49). These identity-
testing SNPs eventually will make their way 
into more routine casework because of desires 
to analyze LCN samples and for database 
searching for developing investigative leads 
(see “Database searches” section). The effort 

will be to select a universal consensus set 
that applies to the majority of populations 
worldwide. To date, a few attempts to develop 
identity SNP panels have been reported, such 
as a 21-SNP panel (46), 52-SNP panel (49) 
by European Forensic Laboratories, and >40 
SNPs described by Kidd et al. (47,48). These 
SNPs will be evaluated for population criteria 
of high heterozygosity and low population 
heterogeneity in a large number of relevant 
populations, linkage disequilibrium, and 
PCR design compatibility. If these criteria 
are met, then the selected panel will be univer-
sally useful for identity testing.

Lineage-based genetic markers are quite 
useful since the analysis of missing persons 
and unidentified human remains sometimes 
involve complex kinship scenarios. Typically, 
such analyses utilize genetic markers residing 
on the maternally-inherited mitochondrial 
genome and the paternally-inherited Y 
chromosome. Unfortunately, these lineage-
based systems lack a high power of discrimi-
nation, so identity cannot be assigned with 
a high degree of confidence. Existence of 
haploblock structures in the human genome, 
revealed by using data from the International 
HapMap project (50–54), offers an oppor-
tunity to explore novel panels of SNP markers 
that would perform a similar function to 

non-autosomal lineage-based genetic markers. 
Several tightly linked autosomal SNPs that 
are inherited together form a haplotype block. 
As a unit, the haploblock has higher discrimi-
nation power for kinship analysis than the 
individual SNPs within the block. Ge et al. 
(55) described selection criteria for candidate 
haploblocks to include linkage disequilibrium 
of SNPs comprising the block, low and high 
levels of population heterogeneity, and haplo-
block conformance to Hardy-Weinberg 
equilibrium expectations. Several haplob-
locks have been identified, and it is likely 
more will be identified through additional 
research efforts. Haploblock panels will 
enable highly discriminating assays best suited 
for relationship testing, familial assessment, 
and admixture analysis.

Investigative information
Phenotypic information 
from a DNA sample
When there is no suspect, SNPs that describe 
phenotypic traits would enable a genetic 
prediction of appearance for investigative 
leads to identify the perpetrator of a crime 
(3). If an individual’s pigmentation, facial 
features and height can be predicted, inves-
tigators may be able to eliminate potential 
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suspects, focus their search, and at a minimum 
help confirm or refute the more refractory 
eyewitness description. Once a suspect is 
identified, his or her reference DNA profile 
can be compared with the evidence profile 
using standard DNA markers for inculpation 
or exculpation. The same phenotypic SNPs 
could be used to facilitate facial reconstruc-
tions for identifying missing persons. The 
research to discover phenotypic SNPs has 
identified a few good candidates, but more 
genome-wide scans will be needed to develop 
a battery of informative SNPs. Because these 
SNPs may reside anywhere within or around 
a gene, alternative analytical technologies will 
be needed than what will be used for identity 
testing and lineage SNPs. The position of the 
informative SNP that may infer a particular 
phenotype may not always be known a priori, 
so the assay(s) will need to be able to determine 
the full sequence of the gene(s) of interest; the 
same demand will likely hold for pharmoco-
genetic SNPs (see next section, below). It is 
likely that sequencing based technologies will 
be better suited for scanning genes for infor-
mative phenotypic SNPs in forensic evidence. 
This sequencing approach, combined with 
whole genome screens and association studies 
will be used to identify the causal SNPs or 
SNPs in high linkage disequilibrium (LD) 
that can be used to predict phenotype.

Pharmacogenetic information from 
a DNA sample (molecular autopsy)
Genetic variation and its effects on metab-
olism can be applied to postmortem analysis 
to help resolve some cases initially believed 
to be suicides or classified as sudden, 
unexplained deaths, especially in cases where 
poisoning, incapacitation, inebriation, or 
certain diseases where pharmacotherapy 
is an essential treatment (such as epilepsy, 
depression, cardiac disease, or diabetes) are 
factors in the cause of death. Individuals vary 
in their response to drugs or physical exertion 
(44,45,56–58). Some people, for example, 
can metabolize a drug better than others 
due to pharmocogenetic SNPs in or around 
specific encoded enzymes (such as those in the 
human cytochrome P450 monooxygenase 
superfamily) (44,45,56,58). Those who have a 
genetic makeup that enables very rapid metab-
olism of a drug may receive no benefit from a 
certain administered dose. In contrast, those 
individuals who cannot metabolize the drug 
may be poisoned by accumulation or overdose. 
Rodriguez-Calvo et al. (59) recently reviewed 
the potential role for genetic analysis into the 
cause of sudden cardiac death (SCD). SCD is 
one of the most common causes of death in 
developed countries and even though it is a 
highly heterogeneous and variable penetrance 
group of diseases, some elucidation into 

genetic associations and cardiac disease are 
emerging. For example, there may be expla-
nations for sudden death in some cases of 
apparently healthy young people (i.e., <35 
years of age). Scientists are exploring these 
metabolic differences among individuals and 
how they impact the cause of drug-related or 
unexplained deaths. Pharmocogenetic SNPs 
will eventually make their way into molecular 
autopsy protocols in pathology laboratories. 
An additional benefit is that pharmacoge-
netic analysis can help determine the cause 
and manner of death and may provide health 
information (certainly only via proper ethical 
disclosure practices) to at-risk relatives.

Expression analysis to determine 
tissue type
A matching DNA profile comprised of the 
core set of STR loci is very strong evidence 
regarding the source of a sample. Additional 
information regarding the tissue source of 
that sample can be useful: for example, deter-
mining whether the source of the DNA was 
from semen instead of saliva can help recon-
struct how a sexual assault transpired. Crime 
scenes are rarely pristine and stains that are 
apparent may be human in origin or could be 
from other organic or inorganic sources. Being 
able to screen these samples for human origin 
and tissue specificity can reduce unnecessary 
DNA typing. Most presumptive and confir-
matory serological tests for species specificity 
and tissue origin (limited to blood, semen, and 
saliva) are based on immunological or catalytic 
assays. Conventional serological methods of 
tissue identification are laborious, use diverse 
techniques, consume significant amounts of 
sample, and are costly. While the DNA in 
each tissue is essentially the same, the mRNA 
and protein profiles are substantially different. 
The differences in the proteins, which are the 
target of serological assays, account for the 
distinctive properties of the tissues. There are 
no confirmatory tests for some of the typically 
encountered tissues, such as saliva and vaginal 
secretions, making a serological approach to 
tissue identification problematic.

An alternative approach would be the 
use of low- to medium-density expression 
profiling for typing of the presence of 
mRNA species that are tissue-specific 
(60,61). Multiplex reverse transcription PCR 
(RT-PCR) methods for tissue identification 
for blood, saliva, semen, and vaginal secre-
tions have some appeal because they can be 
assayed using the same platforms used for 
current DNA typing assays, can provide 
specificity for tissues of interest, and RNA 
can be recovered during DNA extraction 
thus reducing sample consumption. Work 
will continue on selecting genes that are 
expressed in only one tissue, developing assays 
that parallel DNA diagnostic methods, and 
determining the degree of stability of mRNA 
in aged and environmentally exposed samples. 

HV3 CA Repeat

CA Repeats

Figure 2. A direct sequence by 
Sanger sequencing displaying the 
reverse strand of the two strands 
of the mitochondrial DNA ampli-
con. (A) The hypervariable region 
3 of the non-coding region of the 
human mitochondrial genome 
contains a dinucleotide CA repeat 
region. Heteroplasmy, most likely 
due to slippage, is the result of 
two mitochondrial DNA species 
that differ in the number of CA re-
peats. The sequence downstream 
from the CA heteroplasmic re-
gion is uninterpretable (bracket) 
for the minor component. (B) 
The mass spectrometry based 
analysis of the amplicon detects 
both species differing by one CA 
repeat and can accurately and 
simultaneously measure the rela-

tive abundance of the components. The base composition and relative amounts for both species are 
displayed. Figure kindly provided by L. McCurdy, FBI Laboratory, Quantico, VA, USA.
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Alternatively, a tissue’s proteomic profiles 
could be determined by mass spectrometry. 
The method of choice will likely depend on 
which species (RNA or protein) is more stable 
and more abundant in forensic samples.

Database searches
A number of countries have established DNA 
databanks that contain DNA profiles from, at 
a minimum, convicted offenders and forensic 
samples from unsolved cases (18,19). These 
databases are designed to help solve future 
crimes or identify missing persons by providing 
genetic investigative leads. The United States’ 
CODIS databank houses the largest number 
of DNA profiles compared with any other 
offender/forensic DNA database (Table 1). 
There are indices for crime-scene evidence, 
individuals convicted of felonies, arrestees 
(in some states), missing persons, human 
remains, and family members. Because of 
their success in providing investigative leads, 
these databases continue to increase in size 
and may provide additional information 
other than solely direct matching of DNA 
profiles for investigative leads.

In order for DNA profile databanks to be 
useful at a national (or international) level, 
standardization of the genetic markers used 
among laboratories was essential. In order to 
ensure comparability of DNA profiles across 
the United States, for example, the STR loci 
for characterizing DNA reference samples 
and forensic samples were standardized (18). 
Thirteen autosomal STR loci were selected as 
core markers for CODIS. (They are CSF1PO, 
FGA, THO1, TPOX, VWA, D3S1358, 
D5S818, D7S820, D8S1179, D13S317, 
D16S539, D18S51, and D21S11.) The number 
and specific loci vary between some countries 
but a core set is common to all forensic DNA 
databases. A DNA profile comprised of these 
thirteen STR loci often yields a strong investi-
gative lead when a direct-match hit is obtained 

through a database search. However, the full 
capability of developing investigative leads 
is not exploited by searching only for direct 
matches.

Although the database-searching 
algorithms are designed to facilitate 
obtaining direct matches (e.g., matching 
a forensic sample profile with a convicted-
felon reference profile) some have sought 
to use the large profile archive to develop 
potential investigative leads by identifying 
possible relatives of the source of an eviden-
tiary sample through kinship or familial 
inferences (62). On average, close relatives 
(i.e., parents, offspring, and siblings) share 
more alleles than do unrelated individuals. 
Therefore, despite a lack of a direct match in 
a database search, a partially matching profile 
still may be informative. While the use of 
this form of database searching—known as 
familial searching—is being debated on legis-
lative and civil-rights grounds, some states and 
countries have proceeded and identifications 
of relatives have been obtained. It is likely that 
if more kinship associations ultimately result 
in solving crime, there will be more motivation 
to further exploit familial searching.

In addition to the need for better searching 
algorithms, certain limitations exist regarding 
the use of familial searching. When searching 
large databases with the thirteen core STR loci 
there will be a large number of fortuitous hits 
(possibly hundreds) that cannot be excluded 
as potential relatives. Moreover, it is likely that 
the top hits (i.e., the strongest associations) 
often will be with unrelated individuals. 
This phenomenon is due to the fact that the 
thirteen STR loci are not sufficiently resolving 
to be an efficient screen for one-to-one kinship 
analysis. Another exacerbating factor is that 
a mutation in one of the true relatives could 
appear as an exclusion. Searches have to 
tolerate a degree of “mismatch” and thus allow 
for more fortuitous candidates. To overcome 
this limitation, additional genetic markers are 
needed for more efficient searching of candi-
dates. Since most individuals represented in 
these DNA databanks are males and close 
male relatives are being sought with familial 
searching, the use of genetic markers on the 
paternally inherited Y chromosome will 
substantially reduce the number of candidate 
hits. If familial searching becomes routine, 
then reference samples should be typed for Y 
STRs in addition to the core autosomal STRs 
(63). To further reduce the list of candidates, 
identity- and kinship-testing SNPs would be 
good markers for additional genetic character-
ization. SNPs also have very low mutation rates 
and because of their smaller amplicon size they 
may provide data on substantially degraded 
samples. A battery of SNPs with a high power 
of discrimination is desired. Commercial kits 
are needed that provide the reagents necessary 
to multiplex Y chromosome STRs with the 
core CODIS STRs or possibly combine a 

large suite of SNPs (as would be developed for 
missing persons identifications) with the core 
CODIS STR loci. Being able to multiplex 
these markers would be an economic boon, 
enabling one analysis for both sets of markers 
and thus reducing labor and cost for typing 
reference database samples.

Microbial forensics and  
high-throughput sequencing
The threat of terrorist or criminal use of 
microorganisms and their toxins is a great 
concern for biodefense and biosecurity 
worldwide (64,65). The anthrax-letters 
attack of 2001 demonstrated the public’s 
vulnerability to such attacks and the U.S. 
government’s inability to forensically inves-
tigate the evidence for attribution purposes 
(66). This resulted in the birth of the field 
of microbial forensics. Microbial forensics is 
an evolving subdiscipline of forensic science 
for analyzing evidence from a bioterrorism 
act, biocrime, hoax, or an inadvertent release 
for attribution purposes (65). In many ways, 
microbial forensics is not a novel field; its 
bases and practices are derived from similar 
approaches established in public health and 
epidemiology (67). The difference between 
microbial forensics and epidemiology is that 
the former desires to further individualize 
a sample. Nonetheless, microbial forensic 
analyses must encompass sample handling, 
collection, preservation, method selection, 
casework analysis, interpretation of results, 
validation, and quality assurance.

Molecular genetics, genomics and infor-
matics will be central to species/strain 
identification, virulence determination, 
pathogenicity characterization, and source 
attribution. The ultimate in source attribution 
is to be able to individualize a sample such that 
it can be traced to a unique source. That is 
unlikely with current capabilities and may not 
be possible in many cases because of the nature 
of microbiological samples. Epidemiologic 
investigations tend to focus on species and 
strain level resolution, which are helpful infor-
mation for a microbial forensics investigation 
(67). However, forensic science endeavors to 
individualize samples: for the anthrax-letters 
attack, a multi-locus variable-number tandem 
repeat (VNTR) analysis technique was used 
to identify the Bacillus anthracis bacteria as 
that of the Ames strain. While the strain 
data appropriately focused the investigation 
toward laboratory sources, differentiating 
closely-related laboratory samples of the same 
strain was far more challenging. For future 
cases, technology is needed to facilitate identi-
fication of those unique SNPs, duplications, 
deletions, insertions, or rearrangements—
if they exist—that will better individualize 
samples and help focus an investigation 
(68). Unlike human identification, where 
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a standardized core set of loci can be used 
to differentiate individuals, the microbial 
forensic marker(s) for individualization 
will be unknown and case-specific. Whole-
genome sequencing is the preferred method 
for discovering genetic variation of forensic 
value (68,69). The most effective approach 
for comprehensive genetic variation discovery, 
which was used in the anthrax-letter inves-
tigations (69), has been by high-throughput 
shotgun sequencing exploiting Sanger 
sequencing (70). Though considered to be the 
gold standard of sequencing technology, this 
method is laborious, costly, has relatively low 
coverage, and exhibits sample bias problems. If 
whole-genome resequencing were desired for 
a repository of samples (of a few to thousands) 
the cost would be prohibitive.

Therefore, advances in sequencing 
technology are needed that increase 
accuracy and speed, reduce cost, and 
maximize efficiency for forensic analysis. 
Hybridization resequencing [such as the 
chip technology developed by Affymetrix 
(Santa Clara, CA, USA) (71)] enables an 
extremely large number of probings to 
be carried out simultaneously and would 
provide fast turnaround for typing results 
(71–73). But hybridization chip technology 
may not have the sensitivity of detection 
required for forensic applications. Matrix-
assisted laser desorption ionization time of 
flight mass spectrometry (MALDI-TOF), 
which exploits the absolute mass of a nucleic 
acid molecule as an intrinsic property, offers 
advantages over hybridization and electro-
phoresis approaches (41,42): MALDI-TOF is 
not subject to the vagaries of electrophoretic 
anomalies and DNA secondary structure, 
and does not require labeling molecules for 
detection. However, it cannot be used to 
sequence whole genomes. Second-generation 
massively parallel sequencing technology, such 
as SOLiD (Applied Biosystems, Foster City, 
CA, USA), Genome Analyzer (Illumina, San 
Diego, CA, USA), and 454 GS-FLX (454 
Life Sciences, Roche, Branford, CT, USA), 
and other related technologies offer rapid 
resequencing of whole bacterial genomes 
with high coverage (74–83). Third-generation 
single-molecule sequencing technologies, such 
as that in development by Pacific Biosciences 
(Menlo Park, CA, USA) and Helicos BioSci-
ences Corporation (Cambridge, MA, USA), 
may supplant the current novel sequencing 
technologies (84). However, single-molecule 
approaches can have sampling issues that 
will need to be addressed and the current 
technologies, being more in the proof-of-
concept phase, are far from robust. It is 
difficult to predict what technologies will be 
selected for microbial forensics, but low-cost, 
high-coverage, low-error, high-throughput 
sequencing of whole microorganism genomes 
will be a necessity for supporting development 

of the most effective microbial forensics attri-
bution assays.

Automation
The demands of generating, entering, and 
maintaining DNA profiles in a national 
DNA database have driven developments in 
automation. The number of reference samples 
from convicted felons, arrestees, detainees, 
and missing persons continues to increase, 
and the burden is such that these samples 
cannot continue to be typed and reviewed 
manually. Robotics and modified chemistries 
more amenable to automated processes have 
been developed to increase throughput and 
efforts will continue to improve automation 
efficiency (85–91).

Automation offers quality control, 
consistent results, and data management 
with lower operational costs. By removing the 
human component from the process, results 
tend to be more consistent and high-quality. 
Error is reduced primarily by minimizing the 
chance of sample switching and carryover 
contamination. Software developments enable 
tracking of sample handling throughout the 
process. Lower reagent volumes translate into 
fewer consumables and less waste.

Most automation has focused on the 
extraction of DNA from standard reference 
samples and some have extended the appli-
cation to casework samples such as bone, 
hair, teeth, cigarette butts, and sperm. The 
robotic platforms vary and include the Tecan 
Genesis RSP 150/8 robotic workstation and 
the Tecan Freedom EVO liquid handling 
stations (Tecan, Mannedorf, Switzerland), 
the Biomek 2000 automation workstation 
(Beckman Coulter, Fullerton, CA, USA), 
the Plato 3000 robotic system (Rosys/Anthos 
AG, Hombrechtikon, Switzerland), and the 
BioRobot EZ1 System and BioRobot 8000 
workstation (Qiagen, Dusseldorf, Germany), 
to name a few (85–90). The development 
and implementation of robotic workstations 
require alternative chemistries for extraction. 
Some parts of a manual extraction are not 
accommodated readily by a robotic system, 
such as organic solvent extraction, centrifu-
gation and boiling. Solid-phase extraction 
chemistries, such as the DNA IQ (Promega, 
Madison, WI, USA) (92) and the Qiagen 
EZ1, QIAsymphony Investigator Kit, and 
QIAamp Investigator BioRobot Kit (Qiagen) 
have been adopted to facilitate automation of 
extraction (85, 87–89).

It is important to quantify the DNA and 
normalize the amount that is used in PCR 
to obtain more consistent typing results. 
Greenspoon et al. (87) used the same robotic 
platform (the Biomek 2000 Automation 
Workstation) for extraction, DNA quanti-
tation, and PCR setup, thus automating 
three parts of the process prior to the PCR 
step. In addition, the remaining DNA 

extracts are transferred directly to storage 
tubes for long-term archiving. Automation 
has been and will continue to be developed 
for the protocols encountered in the forensic 
laboratory. However, these robotic systems 
are macroscale approaches that have yet 
to capitalize on the potential benefits of 
microscale technologies (see “In-field testing” 
section).

Forensic analysis of mitochondrial DNA 
(mtDNA) often provides results for samples 
where nuclear autosomal marker analyses 
are difficult or impossible (such as old bones, 
teeth, and hair shafts) (21). Typing generally 
involves the PCR amplification of two short 
regions of mtDNA called hypervariable 
regions 1 and 2 (HV1 and HV2), followed 
by direct sequencing of the PCR products by 
Sanger sequencing. This process is laborious, 
time-consuming, and costly. Additionally, 
data analysis can be confounded by sequence 
artifacts, electrophoretic anomalies, the 
presence of heteroplasmy (i.e., the presence 
of more than one mitochondrial genome 
variant within an individual) and limited 
ability to quantify the components of a 
mixed sample. Recently, multiplex PCR 
followed by electrospray ionization time-of-
flight mass spectrometry (ESI-TOF-MS) was 
demonstrated to be applicable for typing the 
hypervariable regions of human mtDNA, 
expanding the discriminating potential of an 
assay beyond that of specific SNP targeting 
(40). Additionally, heteroplasmic samples can 
be analyzed and the relative quantity of the 
components of mixed samples can be deter-
mined (Figure 2). The T5000 Biosensor (Ibis 
Biosciences Inc., Carlsbad, CA, USA) (39) 
combines robotic workstations for PCR and 
sample cleanup (i.e., de-salting) with mass 
spectrometry, so mtDNA typing can be 
performed with at least a 10-fold increase in 
throughput and a 5-fold decrease in reagent 
cost, with no loss in sensitivity and little or no 
loss in information compared with traditional 
sequencing. This platform holds promise for 
readily accommodating other genetic marker 
assays. 

The areas where automation has yet to 
improve throughput sufficiently are at the 
front and back ends of the analysis. For 
reference samples, some success has been 
achieved because the sample format can be 
standardized. However, for casework, the 
sample types and the substrates on which they 
reside vary substantially, making it difficult to 
standardize the initial sample preparation. A 
blood stain may reside on a non-porous car 
bumper or on porous wood, a bone sample 
requires pulverization, a semen sample may 
reside on a vaginal swab, a clothing item, and 
so on. Automating the sample preparation 
of casework materials is likely to be the most 
challenging endeavor for forensic scientists.

The back end of the process is the interpre-
tation of results. Algorithms will be needed 
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to facilitate this very labor-intensive step. Currently, two qualified 
scientists are required to manually read a DNA profile (whether 
STRs or sequences). Expert systems are being developed to replace 
one if not both of the scientists for typing STR reference samples 
entered into DNA databanks (93,94). Such efforts will continue 
and the design of expert systems will be attempted for interpreting 
the more challenging casework samples (93–95).

The platforms currently used in forensic laboratories serve their 
purposes but are still macrofluidics-based systems requiring relatively 
large volumes of reagents and generating relatively large volumes of 
waste. Additionally, they tend to be modular. Most of these robotic 
systems automate parts of the analytical process. An individual is 
needed to move the microplate from one robotic system carrying out 
one function (e.g., extraction) to another (e.g., PCR), and eventually 
to the capillary electrophoresis instrument. Integration of all facets 
from extraction to detection has yet to be realized. However, micro-
fabricated devices offer the possibility of automating the entire 
analytical process and freeing the analyst to carry out other tasks.

In-field testing
There is some interest in the ability to perform DNA diagnostics at 
the crime scene. For microbial forensics and public health, the need is 
paramount to be able to determine the presence of microorganisms 
that are harmful to humans. A biocrime scene requires investigators to 
wear protective equipment, making it difficult to work for prolonged 
periods of time. If the scene could first be determined safe (as in the 
case of a hoax, for example), this onerous requirement for sample 
collection could be omitted. The instrumentation for pathogen 
detection should be portable, not just transportable. The diagnostic 
capability should have a high degree of sensitivity of detection and 
be able to detect a wide range of known harmful pathogens, as well 
as the genes that confer pathogenicity, in case genetic engineering 
was used to modify an otherwise harmless microorganism. Micro-
fluidics has appeal because it enables molecular biology analyses to 
be carried out on miniaturized platforms that integrate all aspects 
of the analysis from sample preparation to nucleic acid typing [e.g., 
the lab-on-a-chip concept (96, 97)]. Additional potential benefits 
of microfluidics include reduced sample consumption and reagents 
(lowering cost), less waste, better thermodynamics during the PCR 
(that possibly could reduce stochastic effects with limited template), 
and less contamination (being an integrated closed system) (96–98). 
It is conceivable that throughput would increase by decreasing analysis 
time and exploiting parallel processing. Analysts would also be freed 
from some manual processes that are still encumbered with macro-
fluidic manipulations. Development in this area is exemplified by 
the research efforts at the Landers laboratory (University of Virginia, 
Charlottesville, VA, USA), which has demonstrated that a wide 
range of samples and even differential extraction (i.e., isolating 
sperm DNA from DNA from other cell types) can be accommo-
dated in a microfluidic format. Thus, the macroscale of samples and 
the microscale of extraction analysis requirements can be bridged. 
In addition, they have developed an integrated system that enables 
the entire process from sample extraction through electrophoresis 
to be carried out therein (96, 97, 99–101) (Figure 3).

There are advocates for a portable field testing microfluidic 
device for performing human identification DNA typing at the 
crime scene to rapidly identify suspects. Presumably, this would be 
by generating a profile and immediately searching a DNA database 
for developing an investigative lead. It certainly would not be used 
for eliminating lingering suspects: even if the perpetrator remained 
a the crime scene, obtaining a reference sample would require 
probable cause and thus is not amenable to rapid response. A signif-
icant concern would be the possible contamination of evidence by 
reference samples in a suboptimally controlled environment. The 
crime scene is a chaotic environment and it is important to control 
the scene, and efforts should be focused on proper collection of 
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evidence and to minimize its contamination. 
If DNA typing were performed at the crime 
scene, then qualified practitioners would have 
to be deployed, since expertise is required 
for DNA typing and interpretation of the 
generated DNA profiles. This deployment 
would reduce the throughput of an already 
backlogged laboratory: scientists would be 
occupied going to and from crime scenes and 
could only work one case at a time, and there 
would not be enough qualified personnel 
to analyze DNA at multiple, simultaneous 
crime scenes. One solution is for scientists to 
remain remote and the profiles transmitted 
electronically. This approach still does not 
address the need for properly trained practi-
tioners to process the samples and carry out 
the analytical portion of the assay. Again, 
the front-end sample preparation is perhaps 
the biggest hurdle to overcome, since crime-
scene samples present themselves in myriad 
manners and these macro-samples may not be 
readily amenable to microfluidic processing. 
However, a microdevice may be useful at 
the crime scene for collection and sample 
storage.

Rarely is the time to move a sample from 
the crime scene to the laboratory an imped-
iment. However, casework continues to 
increase while manpower does not, concom-
itantly. Fully integrated automated systems 
hold promise for increasing throughput by 
freeing an analyst from several manual aspects 
of the process so he or she can focus on other, 
more demanding processes. Automation is 
essential to address the increasing demand 
for casework analysis and for generating 
and entering samples into national DNA 
databases.

Conclusion
There still are a number of gaps that need to 
be addressed in forensic biology. We have 
identified some of these areas where further 
development is needed: improving the current 
limits on typing samples of low quantity and 
quality; improving the efficiency of sample 
recovery and extraction; converting current 
STRs to mini-STRs; selecting and validating 
new mini-STRs; selecting and validating 
a variety of SNPs for different applica-
tions; enhancing multiplexing; developing 
automation for high throughput; developing 
expert systems for data interpretation; devel-
oping sequencing capabilities for screening 
microorganism genomes; and field testing. 
There are likely other gaps as well. We did 
not address identification beyond that of 
humans and microorganisms. Plant and 
animal forensic genetics may have additional 
requirements that molecular biology may 
resolve. The future of molecular biology for 
forensic science will be exciting and dynamic. 
There is still much to achieve and molecular 
biology developments will be essential for 

assisting in solving crimes and identifying 
missing persons.
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